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000 «HWUAP - TEHEPALIAS]» mianupyeT HpomBeCTﬁ 3aKyNKy [PeoCTaBICHKE Ha
1puoOpeTeHAe HCHCKITIOUHTENBHEBIX NIPaB Ha C-Teppa KnueHT

r HanmeHOBaHHE ‘ Koau4aecTBo
Eeﬂcmoqmenbﬂoe npaso Ha C-Teppa Kment 4.2 STKC1 : ‘ 1

PA3JIEN 1. OBIIINE XAPAKTEPUCTUKH

1.1 HamexHas 3amura [epeiapacMoro TpaduKa:

. [[Iudposanne H KOHTPOIDb [EJIOCTHOCTH ~ [epe/aBacMoro Tpaguka — 1O
npotokosiam IPsec ESP w/umu IPsec AH (RFC2401-2412), ¢ HCIOMB30BAHAEM POCCHICKHUX H
3apyOeKHBIX KpBITOrpaduyecKux aNropuTMOB

.

. MacKHpORK2 TOTIONIOTHH 3AIHIIACMOTO CerMeHTa CeTH
. AyTeRTH(UKAIHS YCTPOHCTB — o IPOTOKOJTY IKEE(RFC2401-2412)

. WHTerpapOBaHHbIA MevcereBofl JKpaH — MakeTHas (HIBTpAris Tpaduxa ¢
ACTIONB30BAHKEM HHGOPMAIHH B IOJIAX 3ar0JIOBKOB CeTeBOTO U TPAHCIIOPTHOrO YpOBHEH

. [IpiMensieTcs  KOMOMHMPOBAHHOE npeoSpa3oBauue ESP_GOST-4M-IMIT 8
COOTBETCTBHH c IOKYMEHTOM «TEXHAUECKAZS . CITELI1OHUKATIA T10
UCIIOJIL30BAHAKD  TOCT 18147-89 IIPU IIHOPOBAHHMHU BJIOXKEHUA B
[IPOTOKOJIE IPSEC ESPPA3/IE] '

1.2. [TocTpoeHue 3alMIICHHBIX ceteili M000H CIOXKHOCTH
o TlojHOlEHHAS MONEPXkKA HHOPACTPYKTYPBEI PKI
o COBMECTHMOCTD ¢ IPOXYKTAMH POCCHICKHX H 3apy0eKHBIX TIPOH3BOIHTEICH

e BOIMOXHOCTH AAf aJMHHHCTPATOpa: 3a/aHHMC rubkod mONMTHKE Oe30MacHOCTH,
OIpedeNicHHE Pa3IuIHBIX HaBopoB TIpaBHN 00pabOTKA OTKpHITOr0 H MH(POBAHHOLO
TpaduKa, B T.9. pealu3ams ClieHapns split tunneling . :

Ilpy HCHONBE30BaHUK C-Teppa KimeHT COBMECTHO C C-Teppa Illmo3: DOCTPOCHHE
HeCKONBKHMX OINETOHOB 3alMTHL, BBLICICHHEC 30H © pasHBIM YPOBHEM IOBEpHS, OpraHM3alli
rrepenradpoBaHAs ¥ HHCIEKLKHA Tpa¢HKa B HEHTPE




1.3 ITonnepxupaeMpie ONepaltonHbIe CHUCTEMBI
. Microsoft Windows 8.1 (x32, x64)
. Mictosoft Windows 8 (x32, x64) |
. Microsoft Windows 7 (x32, x64) "

. Microsoft Windows Vista

. Microsoft Windows XP

. Microsoft Windows Server 2012 .

. Microsoft Windows Server 2008R2

. Microsoft Windows Server 2003/200

1.4.JleHTpaIM30BaHHOE YIPABICHHC

. TlepBudBOE CO3ZAHHES ACTATUAIIOHIOr0 TaKeTa MOXeT OBITh OCYIECTBIIEHO C
MOMOIIBIO TpadrIecKoro paTepdetica a/MHHACTPATHBHOTO lAKETA JUIH ¢ TOMOINBIO CHCTEMBI
ympasnenus C-Teppa KII

. VnpasiieHHe YCTaHOBICHHRIM KJIMCHTOM 0€30IacHOCTH C-Teppa Kiment
OCYIIECTBIACTCS LEHTPATH30BANHO YAAIEHHO  C ACIONb30BAHWEM CHCTEMbI YIIPABICHH C-
Teppa KII 3 i

1.5.CoBMeCTHMOCTh

. ToKkeHBl NPOU3BOACTBA KOMIIAHHK Aladdin: eToken PRO32K, eToken PRO64K,
eToken NG-FLASH, eToken PRO (J ava)

. ToXeHEI IPOK3BOJCTEA KOMIAHHH AKTHB! PyToxefﬁ S, Pyroxen D1I1
. ToxeHBI IPOU3BOIACTEA xommatmy 1ISBC: ESMART Token TOCT

. B wacTH pealH3andi IIPoTOKOIOB IPsec/IKE ¥ HX pacIuHpeHHd — Cisco 105
v.124 1 v.15.xX

. Bce npoAyKTH KOMIIAHUK "C-Teppa CudclIn” Hesé;BncuMo OT BEPCHH
. Monyms NME-RVPN B scriommenys MCM, Moxyis Cisco UCS-EN120
PA3JIEJ 2. TPEBOBAHWA 1O [IPABUJIAM CJIAUYU U TIPUEMKH

2.1 Tlopagok cAa4u ¥ NPHEMKH
, i
2.1.1. TlocTapnAeMsle JIHICH3HH JOKHbI 6LITH rOTOBBI K 3KCILTyaTallHH.

2.1.2. TlocTaBiomK 00A34H NPOBECTH IOCTABKY B COOTBETCTBHA CO CPOKAMM YKa3aHBBIMA
pm. 1.

2.1.4. [lpseMka JULEH3MH OCYIIECTBISAETCA  YHOTHOMOUCHHBIM MpeICTaBATENEM
3akazunKa ;

2:2 Tpebopanmsa NO IEpenatc 3aKka3uMKy TEXHHUECKHX M MHBIX JOKYMECHTOB UpH
[IOCTABKE

2.2.1. TlpestaraeMslii Kk MOCTaBKe ToBap MOJKEH MMEIH HeoOxouMble cepTHGHUKATHL
[OKYMEHTALKIO [0 IKCILTYaTalliy Ha PYCCKOM A3BIKE. '
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2.2.2. Tpuem 06opynoBaHH o(popMIIIeTCA aKTaMH npreMa-Iepenaii.

2.2.3. TlocTaBka NULICH3UH (xmo4a) BO3MONKHA TIOCPEACTBOM CETH WHTepHeT Ha afpec
3NEKTPOHHOM MOYTH HIH HHBIM crocofboM Ha afpec 3aKa3aHKa.

2.2.4 CeprudHKaT yAOCTOBEPIET, YTO «HporpaMMHo-armapaTHmﬁ xommtexe «C-Teppa
VPN pepeus 4.2 (MCTIQIHEHHE 1-1: «C-Teppa Knuent ST KC1») cOOTBETCTBYET TOCT 28147-
89, TOCT P 34.12-2015, TOCT P 34.13-2015, TOCT P 34.10;—2012, FOCT P 34.11-2012 u
tpeGoBaHHIM ®CB Poccun K mudpoBanbHEM (icpnmorpaquecmm) cpeficTBAM Kiacea KClu
MOYeT HCIONB30BaTECA Al xpunTOrpaduuecKod 3alIMTE! (mpdpoBaHHe M EMUTO3AUIATA
[AKETOB II0 IPOTOKOJIAM [PSec AH w/mm IPSec ESP, xpumrrorpaguieckas ayTeHTHQHKAIKS
aGOHEHTOB IIpH  yCTAHOBJCHHH coeNEHEeRNA) HAdopMarH, HE coaepauiei CBEICHHH,
COCTABIAIONIAX TOCYIapCTBEHHYIO TalHy.

. Ceprudukar @Ch Poccun Ne NeC®D/114-3357 na1s chonﬁeﬂm 1-1 (KCH)

PA3MEJ 3.0IIJTATA K CPOKHU

+

Cpok OKazaHHd yCuyT: C MOMEHTA 3aKIIOYeHus JOoroBopa HE Gonee 14 kaneHAapHBIX
THEH. !

MecTo OKazaHHA YCIyTI. 433512, YibsHOBCKas o6m1acts, I. JMMHTpOBIpai, Up.
JTumutpoRra, .16

Omnata YemyT Hpou3BOANTCA 3axazaakoM B TeueHne 30 (TpHuATH) KaNeHAapHbIX JHEH
¢ MoMeHTa nofnucannus CropoHaMu AxTa 06 OKa3aHHH yCIyT. :

Mpomy Bac mpesOCTaBATE Kommepaeckoe npeﬂnoxcéﬁne ¢ yuetom HJC (mpa
He06X0IUMOCTH) B TPaHCIIOPTHEIX PacxoIoB. -

W3 oTBETA HA 3ampOC JOJDKHE! OIHO3HATHO ONpeeNaThCs HEHa et yeayr (¢ HAC,
6es HJIC), ofmas LieHa J0rosopa Ha YCJIOBHAX, YKa3aHHBIX B 3aMIpoce, yCIOoBHA OIUIATEL

TipoBesienyie JaHHOW TPOUCTYDPR! cbopa uupopManuu HE pneudr 3a coboi
BO3HAKHOBEHHS KAKHX-THO0 0043aTeIbCTR 3aKa3IAKa.

Cpok [eHicTBHS KOMMEPIECKOTO IPEIJIOKEHHA JOJDKeH COCTaBNsITH HE MEHEE 60-TH
KasTeHAApHLIX THEH ¢ JaThl ToAatn IPEATIOKCHHA. .

HcnonHUTeILHBIH TAPEKTOP Bouxapee AW
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